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...SPECIFICATION string "W" using a modular "n" operation. In step 248, the 
output of step 246 is stored as "n" bit string "T" and the "n" bit 
string "V" is once again stored as string "V". In step 250, the same 
pseudorandom function that was used in the encryption process is used 
with key K2 ) ) to operated on string " T " to produce an "n" bit 
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string "V" using a modular "n" operation to produce... 
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. 5; PECI PI CATION present invention permits the sender and receiver to 
esi.ablish a secret value for SALTO independently of the session key K. 

' :-:-:ir)p\e, the parties may generate SALTO using bits from the 
: :: ; : f?- 1. Irna n procedure that are not used to generate the key K. 
]' nq SALTO independently of the session key K in this manner may 

ovi.de added protection against certain kinds of cryptanalytic attacks. 

J i- SALTO IS . . . 
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...SPECIFICATION the node flag is not set, does not attempt to route a 
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...SPECIFICATION the node flag is not set, does not attempt to route a 
call based on the dialed number. Since in the present example the node 
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A relL dropper (cell DRP) for each individual unit in the DMUX shown 
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I'jbMbps low-speed highway connected to itself by determining whether or 
noc Che pattern of each data (hatched portion... 
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...SPECIFICATION for selecting a particular scrambling mask, the code key 
K2 may be combined with the received access code using modulo arithmetic 
in N(sub 1)- bit adder 98. 

The code key K2 is preferably not pseudorandomly generated , 
rather it is a constant that determines the operation of the pseudorandom 
number generator used for selecting scrambling masks. As described in 
more detail below. . . 

...SPECIFICATION is received for selecting a particular scrambling mask, 
the code key K2 may be combined with the received access code using 
- .-arithmetic in Nl))- bit adder 98. 

* :e key K2 is preferably not pseudorandomly generated , 

I a consr.ant chat determines the operation of the pseudorandom 
■.■■:>-.r . ^~^■"^c; ra to r used for selecting scrambling masks. As described in 
: ' ■ ■ L a i I below . 
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■es not attempt to route a call 
based on the dialed number. Since in the present example the node flag 
is not set , session software layer 533 establishes session 
record 2207 is established and call record 1444 is selected which starts 
the setting up of the second half call. The node and the call... 
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FULLTEXT AVAILABILITY: 



Available Text 


Language 


Update 


Word 1 


CLAIMS B 


(English) 


EPBBFl 


695 


CLAIMS B 


(German) 


EPBBFl 


690 


CLAIMS B 


{ French) 


EPBBFl 


770 


SPEC B 


(English) 


EPBBFl 


13684 


Total word count 


- document 


A 


0 


Total word count 


- document 


B 


15839 


Total word counc 


- documents A + B 


15839 



'"'AT ION 36, which utilizes a random signal source such as a 

• '.• r:^':;; woise generator or a radioactive decay counter, to ensure that 

* key i s n ruly random . The CDK so generated is promptly sent to the 
Kl'^f;, by means of a suitable system message. In practice, such random 



generators generate ^K>its at a relatively slow rat^^ind therefore 
include a register {not shown) for the next key {of typically 64 bits) . 

rv^riljinq of this regisner... 



19/3, K/39 (Item 1 from file: 349) 

• ■:. \: ^ 34 9: pct fulltext 

/.wO^ Wl PO/Univentio . All rts. reserv, 

01088307 **Image available^ 

CRYPTOGRAPHIC KEY DISTRIBUTION USING KEY UNFOLDING 

DISTRIBUTION DE CLE DE CHIFFREMENT EFFECTUEE AU MOYEN D'UN DEPLIAGE DE CLE 

Patent Applicant /Assignee : 

VADIUM TECHNOLOGY INC; 4507 Pacific Highway East, Suite D, Tacoma, WA 
98424, US, US {Residence), US {Nationality) 
[ nven tor ( s ) : 

fiAMMERSMITH Wolfgang S, 4507 Pacific Highway East, Suite D, Tacoma, WA 
98 4 24, US, 

GAINES Lance R, 19507 207th Street Court East, Orting, WA 98360, US, 
NICHOLLS Rod G, 4507 Pacific Highway East, Suite D, Tacoma, Wa 98424, US, 

SHANK Byron T, 407 West Michigan Street, La Grange, IN 46761, US, 

Legal Representative: 

RADLO Edward J {et al) (agent), Fenwick & West LLP, Silicon Valley 
Center, 801 California Street, Mountain View, CA 94041, US, 

Patent and Priority Information {Country, Number, Date) : 

Patent: WO 200410638 Al 20040129 (WO 0410638) 

Application: WO 2003US22808 20030721 (PCT/WO US03022808) 

rrioriny Application: US 2002397113 20020719; US 2003622338 20030718 
-:';;v:];ed Si:ates: AE AG AL AM AT AU AZ BA BB BG BR BY BZ CA CH CN CO CR CU 
■ OK DM DZ EC EE ES FI G3 GD GE GH GM HR HU ID IL IN IS JP KE KG KP 

i-'K K/. LK LR LS LT LU LV MA MD MG MK MN MW MX MZ NI NO NZ OM PG PH PL 

; *: i-.O RU SC sd se sg sk sl sy tj tm tn tr tt tz ua ug uz vc vn yu za zm 

/;w 

(EP) at be BG CH CY CZ DE DK EE ES FI FR GB GR HU IE IT LU MC NL PT RO SE 
SI SK TR 

(OA) BE BJ CF CG CI CM GA GN GQ GW ML MR NE SN TD TG 

(AP) GH GM KE LS MW MZ SD SL SZ TZ UG ZM ZW 

(EA) AM AZ BY KG KZ MD RU TJ TM 
Publication Language: English 
Filing Language: English 
Fulltext Word Count: 4540 

Fulltext Availability: 
Detailed Description 

Detailed Description 

. . . such as the Internet . 

Note that many of the below-described method steps appear 
at several places in Figure 1. 

In step 1, a transport key T is created . For the special 
case in which the compression method used in step 6 is key 
folding using bit swapping, T is created by using TRNG 1 to 
create a random sequence of bytes from any subset of bytes in 
which the first four MSB in each byte... 



19/3, K/40 (Item 2 from file: 349) 

(K} File 34 9: PCT FULLTEXT 
2004 WI PO/Univentio. All rts. reserv. 

01088256 -^-^Image available^^ 

CRYPTOGRAPHIC KEY DISTRIBUTION USING KEY FOLDING 

DISTRIBUTION DE CLE CRYPTOGRAPH I QUE AU MOYEN DU DOUBLAGE DE CLES 

Patent Applicant /Assignee : 

VADIUM TECHNOLOGY INC, 4507 Pacific Highway East, Suite D, Tacoma, WA 
98424, US, US {Residence), US (Nationality) 



: :.VM|.: oris) : 

HAMMERSMITH Wolfgang 4507 Pacific Highway East, Suite D, Tacoma, WA 
98424, US, 

GAINES Lance R, 19507 207th Street Court East, Orting, WA 98360, US, 
NICHOLLS Rod G, 4507 Pacific Highway East, Suite D, Tacoma, WA 98424, US, 

SHANK Byron T, 407 West Michigan Street, La Grange, IN 46761, US, 

Legal Representative: 

RADLO Edward J (et al) (agent), Fenwick & West LLP, Silicon Valley 
Center, 801 California Street, Mountain View, CA 94041, US, 

Patent and Priority Information (Country, Number, Date): 

Patent: WO 200410637 Al 20040129 (WO 0410637) 

Application: WO 2003US22648 20030718 (PCT/WO US03022648) 

!'::ioriuy Application: US 2002397113 20020719 

;)'.;:iicjnated States: AE AG AL AM AT AU AZ BA BE BG BR BY BZ CA CH CO CR CU CZ 
DK^DM DZ EC EE ES EI GB GD GE GH GM HR HU ID IL IN IS KE KG KP KR KZ LC 
LK LR LS LT LU LV MA MD MG MK MN MW MX MZ NI NO NZ OM PG PH PL PT RO RU 
SC SO SE SG SK SL SY TJ TM TN TR TT TZ UA UG UZ VC VN YU ZA ZM ZW 
(EP) AT BE BG CH CY CZ DE DK EE ES FI FR GB GR HU IE IT LU MC NL PT RO SE 
SI SK TR 

(OA) BF BJ CF CG CI CM GA GN GQ GW ML MR NE SN TD TG 

(AP) GH GM KE LS MW MZ SD SL SZ TZ UG ZM ZW 

(EA) AM AZ BY KG KZ MD RU TJ TM 
Publication Language: English 
rillnq Language: English 
e;-:t Word Count: 5220 

Fd 1 1 L e t Availability: 
Detailed Description 

Detailed Description 

. . . such as the Internet. 

Note that many of the below-described method steps appear 
at several places in Figure 1. 

In step 1, a transport key T is created . For the special 
case in which the compression method used in step 6 is key 
fn l.dinq using bit swapping, T is created by using TRNG 1 to 
':r'-ai:e a random sequence of bytes from any subset of bytes in 
wr. : .;h the first four MSB in each byte... 



19/3, K/48 (Item 10 from file: 349) 

DIALOG (R) File 34 9:PCT FULLTEXT 

(c) 2004 WIPO/Univentio. All rts.'reserv. 

00374923 ^*Image a vai lable^ 

METHOD AND SYSTEM OF COMMUNICATING DEVICES, AND DEVICES THEREFOR, WITH 

PROTECTED DATA TRANSFER 
PROCEDE ET SYSTEME DE COMMUNICATION ENTRE DES DISPOSITIFS ET DISPOSITIFS 

CORRESPONDANTS COMPRENANT UNE FONCTION DE PROTECTION DE TRANSFERT DE 

DONNEES 

• j\-jr,L Appli can t /Assignee : 

HhW.LE. GATE INVESTMENT B V, Parkweg 2, NL-2585 JJ Den Haag, NL, NL 

(Residence), NL (Nationality), (For all designated states except: US) 
Patent Appl leant / Inventor : 

DE JONG Eduard Karel, Ankersmidpiein 63, NL-1506 CK Zaandam, NL, NL 
(Residence), NL (Nationality), (Designated only for: US) 
Legal Representative: 

JORRITSMA Ruurd (agent), Nederlandsch Octrooibureau, Scheveningseweg 82, 
P.O. Box 29720, NL-2502 LS The Hague, NL, 
Patent and Priority Information (Country, Number, Date) : 

Patent: WO 200209046 Al 20020131 (WO 0209046) 

Application: WO 2000NL510 20000720 (PCT/WO NL0000510) 

;-V:ori':y Application: WO 2000NL510 20000720 
• : ::-'V:od States: AE AG AL AM AT AU AZ BA BB BG BR BY BZ CA CH CN CR CU CZ 
■ :■ \m DZ EE ES FI GB GD GE GH GM HR HU ID IL IN IS JP KE KG KP KR KZ 



LC LK LR LS LT LU LV bflBRO MG MK MN MW MX MZ NO NZ PL P^BRO RU SD SE SG 

SI SK SL TJ TM TR TT TZ UA UG US UZ VN YU ZA ZW 

(EP) AT BE CH CY DE DK ES FI FR GB GR IE IT LU MC NL PT SE 

(OA) BF BJ CF CG CI CM GA GN GW ML MR NE SN TD TG 

(AP) GH GM KE LS MW MZ SD SL SZ TZ UG ZW 
AM AZ BY KG KZ MD RU TJ TM 
. L i.on Language: English 

Lancuage: English 
Word Count: 11995 

Fuiltext Availability: 
Detailed Description 

Detailed Description 

... next state to be transmitted. The key used in any transmission step 

may be stored in non-volatile part of the memory^ however, (inverted 

exclamation mark )t is not necessary to store the key since 

(inverted exclamation mark ) t can be derived from the stored random 
number and the one-way nmction used. 

In an encryption process, the result of step 304 (n) is not directly send 



19/3, K/51 (Item 13 from file: 349) 

DIALOG (R) File 34 9:PCT FULLTEXT 

(c) 2004 WIPO/Univentio. All rts. reserv. 

00848834 ^^Image available"^ 

CRYPTOGRAPHIC SYSTEM FOR DATA ENCRYPTION STANDARD 
SYSTEME CRYPTOGRAPHIQUE POUR NORME DE CRYPTAGE DE DONNEES 

; 1 ' ^'i :': ' A p o 1 i c a n t / 1 n v e n t o r : 

'-^MFTT Noel D, 1001 Spring Street, Suite 123, Silver Spring, MD 20910, 
, 'S (Residence), US (Nationality) 
-.-^^K- Y John E, 4 Vines Road, Ballston Lake, NY 12019, US, US (Residence) 
, ; Na lI ionalicy ) 

:,'-j5l Representative: 

BROWN Thomas E (agent), Armstrong, Westerman, Hattori, McLeland & 
Naughton, LLP, Suite 1000, 1725 K Street, Washington, DC 20006, US, 
Patent and Priority Information (Country, Number, Date): 

Patent: WO 200182524 Al 20011101 (WO 0182524) 

Application: WO 2001US11726 20010420 (PCT/WO US0111726) 

Priority Application: US 2000198575 20000420 

(EP) AT BE CH CY DE DK ES EI FR GB GR IE IT LU MC NL PT SE TR 
ica t ion Language: English 
■■ : : i nq Lanqiiage: English 
" Word Count: 8024 

r\:]. luext Availability: 
Detailed Description 

Detailed Description 

... subclasses including the identity permutation. 

Since the Omega network as shown in Fig. 6 requires 80 one bit controls, 
some of these controls can be set by utifiang bits from the 
c rypiiog raphic key that are not used in the calculation of the key 
.-■^hedu.le, Le . chat are not used in 138. These control bits froni the 
\' ::',vori:ed exclamation mark)ng variable !0 would be fixed or be... 



19/3, K/52 (Item 14 from file: 349) 

' : A:,vi:^ ,K) File 34 9:PCT FULLTEXT 

':■) 2004 WIPO/Univentio. All rts. reserv. 

00779963 **Image available** 

METHOD AND APPARATUS FOR ENCRYPTION AND DECRYPTION 
PROCEDE ET DISPOSITIF DE CRYPTAGE ET DE DECRYPTAGE 



: • :v icanu/Assigne 

/ANrKD MICRO DEVICES INC, One AMD Place, Mail Stop 68, Sunnyvale, CA 

■>'^o33-3^53, US, US (Residence), US (Nationality) 
: n vent or (s) : 

SHARMA Sandhya, 611 East 45th Street, #25, Austin, TX 78751, US 
BHARATH Jagannathan, 2521 Stratford, Eldorado Hills, CA 95762, US 
LARSON David N, 1105 Elder Circle, Austin, TX 78733, US 

Legal Representative : 

APPERLEY Elizabeth A, Advanced Micro Devices, Inc., 5204 East Ben White 
Boulevard, M/S 562, Austin, TX 78741, US 

Patent and Priority Information (Country, Number, Date) : 

Patent: WO 200113573 Al 20010222 (WO 0113573) 

Application: WO 2000US3903 20000215 (PCT/WO US0003903) 

Priority Application: US 99373934 19990813 

>F.P) at' be CH CY DE DK ES FI FR GB GR IE IT LU MC NL PT SE 
PLiD Lica c ion Language: English 
FiJinq Language: English 
Fullte:<t Word Count: 7003 
Fullcext Availability: 

Detailed Description 

Dft called Description 

key stream sequence for slot i + 12 may be problematic, as the first 
• oizs of. the 720 key stream sequence generally have to be generated 
':,.^\•^re encryption of the bits for the slot i + 12 may begin. 

V'M::qly, the KSG may not be capable of generating the required 
key roarii sequence for encryption within the allotted time before the 
: ir. " h-:^ next slot is ready for encryption. 

LM-esent invention is directed to... 



19/3, K/53 (Item 15 from file: 349) 

DIALOG (R) File 34 9:PCT FULLTEXT 

(c) 2004 WIPO/Univentio. All rts. reserv. 

00739510 -^-^Image available*-^ 

DYNAMIC PARSING IN A HIGH PERFORMANCE NETWORK INTERFACE 
ANALYSE DYNAMIQUE DANS UNE INTERFACE RESEAU HAUTE PERFORMANCE 

Pa !■ enr Applicant /Assignee : 

: = ;iN MICROSYSTEMS INC, 901 San Antonio Road, Palo Alto, CA 94303, US, US 
(Residence), US (Nationality) 
; nx-'^ntor (s ) : 

;F:ntRY Denton, 34892 Sea Cliff Terrace, Fremont, CA 94555, US 
l:c.'gal Representative: 

VAUGHAN Daniel E, Park & Vaughan LLP, Suite 5, 399 Sherman Avenue, Palo 
Alto, CA 94306, US 
Patent and Priority Information (Country, Number, Date) : 

Patent: WO 200052897 A2 20000908 (WO 0052897) 

Application: WO 2000US5348 20000229 (PCT/WO US0005348) 

Priority Application: US 99258955 19990301 
;^esi.qnated States: AE AL AM AT AU AZ BA BB BG BR BY CA CH CN CR CU CZ DE DK 

[y^^-E ES FI G6 GD GE GH GM HR HU ID IL IN IS JP KE KG KP KR KZ LC LK LR 

: [:V LU LV MA MD MG MK MN MW MX NO NZ PL PT RO RU SD SE SG SI SK SL TJ 

': i< tt tz ua ug uz vn yu za zw 

.Ki: I at be CH CY DE DK ES FI FR GB GR IE IT LU MC NL PT SE 

(OA) BF BJ CF CG CI CM GA GN GW ML MR NE SN TD TG 

(A?) GH GM KE LS MW SD SL SZ TZ UG ZW 

(EA) AM AZ BY KG KZ MD RU TJ TM 
Publication Language: English 
Filing Language: English 
Fuiltext Word Count: 31072 

Fulltext Availability: 
Detailed Description 



Detailed Description 

. . . operation code and illustrative results or effects of each code. 



Op. Criteria for Selection Result of Operation Code 
Code 

Compatible control packet with Do not set up a new flow; 

clear flags / a flow was previously Do not tear down existing flow; 

established for this flow key . Do not re-assemble data (packet 
:"oni. ains no data) . 

■ i. J b.Le concrol packet with at Do not set up a new flow; 
; . ••■^si. one flag . . . 



19/3, K/55 (Item 17 from file: 349) 

::!ALOG (R) File 34 9:PCT FULLTEXT 

(c) 200^ WIPO/Univentio. All rts. reserv. 



00739^97 ^-^-Jmage available*"^ 

METHOD AND APPARATUS FOR EARLY RANDOM DISCARD OF PACKETS 
PROCEDE ET APPAREIL D ' ELIMINATION ALEATOIRE PRECOCE DE PAQUETS 

'-^r, L App.l. lean L /Assignee : 

'^'liCKOSYSTEMS INC, 901 San Antonio Road, Palo Alto, CA 94303, US, US 
cionce) , US (Nationality) 

f-^-MJ-E:!^ Shimon, Apartment D, 983 La Mesa Terrace, Sunnyvale, CA 94086, US 
CnFNG Linda, 1318 Burkette Drive, San Jose, CA 95129, US 
GENTRY Denton, 34892 Sea Cliff Terrace, Fremont, CA 94555, US 

Legal Representative: 

VAUGHAN Daniel E, Park & Vaughan LLP, Suite 310, 702 Marshall Street, 
Redwood City, CA 94063, US 

Patent and Priority Information (Country, Number, Date) : 

Patent: WO 200052882 A2 20000908 (WO 0052882) 

Application: WO 2000US5343 20000229 (PCT/WO US0005343) 

Priority Application: US 99258952 19990301 

r;-.^i-nated States: AE AL AM AT AU AZ BA BB BG BR BY CA CH CN CR CU CZ DE DK 

* ri gb gd ge gh gm hr hu id il in is jp ke kg kp kr kz lc lk lr 
. ; : lv ma md mg mk mn mw mx no nz pl pt ro ru sd se sg si sk sl tj 
:■'! :i- tt tz ua ug uz vn yu za zw 

at q£ ch cy de dk es fi fr gb gr ie it lu mc nl pt se 
■;oa} bf bj cf cg ci cm ga gn gw ml mr ne sn td tg 
(ap) gh gm ke ls mw sd sl sz tz ug zw 
(ea) am az by kg kz md ru tj tm 

Publication Language: English 
Filing Language: English 
Fulltext Word Count: 40626 



Full text Availability: 
Detailed Description 

: r 1 j. eci Description 

... operation code and illustrative results or effects of each code. 

Op. Criteria for Selection Result of Operation Code 
Code 

Compatible control packet with Do not set up a new flow; 

clear flags ; a flow was previously Do not tear down existing flow; 

established for this flow key . Do not re-assemble data (packet 
contains no data). 



Compatible control packet with at Do not set up a new flow; 
least one flag or. . . 



19/3, K/56 (Item 18 from file: 349) 

. ie 34 9 : PCT FULLTEXT 
W I PO/Uni vent lo . All rts. reserv. 

007394 96 -^--^Image available"^ 

METHOD AND APPARATUS FOR DISTRIBUTING NETWORK TRAFFIC PROCESSING ON A 



MULTIPROCESSOR COMPl 
PROCEDE ET APPAREIL DE REPARTITION DU TRAITEMENT DU TRAFIC RESEAU AU NIVEAU 
D'UN ORDINATEUR A PROCESSEURS MULTIPLES 

• . • ; . ■ /'.f. :. I i c a n t / As s i g n e e : 

V ; ':'rOSYSTEMS INC, 901 San Antonio Road, Palo Alto, CA 94303, US, US 
\ tUesidence) , US (Nationality) 
1 nven tor ( s ) : 

MULLER Shimon, Apartment D, Sunnyvale, CA 94086, US 

GENTRY Denton, 34892 Sea Cliff Terrace, Fremont, CA 94555, US 

Legal Representative : 

VAUGHAN Daniel E, Park & Vaughan LLP, 399 Sherman Avenue, Suite 5, Palo 
Alto, CA 94306, US 

Patent and Priority Information (Country, Number, Date) : 

Patent: WO 200052881 A2 20000908 (WO 0052881} 

Application: WO 2000US5306 20000229 (PCT/WO US0005306) 

r:;-ioricy Application: US 99259445 19990301 

iJesiqnaced States: AE AL AM AT AU AZ BA BB BG BR BY CA CH CN CR CU CZ DE DK 
Dm/eE ES FI GB GD GE GH GM HR HU ID IL IN IS JP KE KG KP KR KZ LC LK LR 
LS LT LU LV MA MD MG MK MN MW MX NO NZ PL PT RO RU SD SE SG SI SK SL TJ 
TM TR TT TZ UA UG UZ VN YU ZA ZW 

(EP) AT BE CH CY DE DK ES FI FR GB GR IE IT LU MC ML PT SE 

(OA) BF BJ CF CG CI CM GA GN GW ML MR NE SN TD TG 

(AP) GH GM KE LS MW SD SL SZ TZ UG ZW 

(EA) AM AZ BY KG KZ MD RU TJ TM 
Publication Language: English 
Filing Language: English 
Fu]:ie>\L Word Count: 33509 

■ . Ava.i. lability: 

. • ^Ki Descript ion 

a ilea Description 

... operation code and illustrative results or effects of each code. 

Op. Criteria for Selection Result of Operation Code 
Code 

Compatible control packet with Do not set up a new flow; 

clear flags ; a flow was previously Do not tear down existing flow; 

established for this flow key . Do not re-assemble data (packet 
contains no data) . 

Compatible control packet with at Do not set up a new flow; 
T least one flag . . . 



19/3, K/57 (Item 19 from file: 349) 

DIALOG (R) File 34 9:PCT FULLTEXT 

(c) 2004 WIPO/Univentio. All rts. reserv. 

00491133 *-*^Image available*^ 

VIRTUAL MATRIX ENCRYPTION (VME) AND VIRTUAL KEY CRYPTOGRAPHIC METHOD AND 
APPARATUS 

CHIFFREMENT DE MATRICE VIRTUELLE (CMV) , ET PROCEDE ET APPAREIL DE 
CHIFFREMENT DE CLE VIRTUELLE 

: em: Appl ica nc / Assignee : 
:-A''KA;, Shaul O, 



-rV-.:. Chaul O, 

■ dnd Priority Information (Country, Number, Date): 

...:.,ni: WO 9922485 Al 19990506 

Applicacion: WO 98IB1698 19981022 (PCT/WO IB9801698) 

Priority Application: US 97957288 19971024 

Designated States: AL AM AT AU AZ BA BB BG BR BY CA CH CN CU CZ DE DK EE ES 
FI GB GD GE GH GM HR HU ID IL IS JP KE KG KP KR KZ LC LK LR LS LT LU LV 
MD MG MK MN MW MX NO NZ PL PT RO RU SD SE SG SI SK SL TJ TM TR TT UA UG 
US UZ VN YU ZW GH GM KE LS MW SD SZ UG ZW AM AZ BY KG KZ MD RU TJ TM AT 
BE CH CY DE DK ES FI FR GB GR IE IT LU MC NL PT SE BF BJ CF CG CI CM GA 
GN GW ML MR NE SN TD TG 

Publication Language: English 



Fulitext Word Count: 53 
Fulltext Availability: 
Detailed Description 



Detailed Description 

... values. The encryption technique is therefore referred to as Virtual 
Matrix Encryption 

Furthermore, the data security arrangement uses a very large key of one 
million bits or more which creates a level of security much higher 
Lhan any other existing method. The key is not transferred but is 
]ns\:eac\ created from a file of any size that is available on both a 
computer used to send a secure message and a computer used to receive... 
the VMP and the STK are transmitted across an unsecured channel. A 
very large key MBK {having, in one example, a size of one million bits ) 
is generated and used locally but is not transmitted. The identical 
key is generated at the remote end in order to unlock the message. 
Because the same key is used at both ends of the transaction but is not 



19/3, K/59 (Item 21 from file: 349) 

i/'lXK; ;K) Fi le 34 9:PCT FULLTEXT 

;:00*--l WI PO/Uni ven t io . All rts. reserv. 

':0^]bb5l 1 

BILATERAL AUTHENTICATION AND INFORMATION ENCRYPTION TOKEN SYSTEM AND METHOD 
SYSTEME BILATERAL A JETON D ' AUTHENTIFICATION ET DE CRYPTAGE D ' INFORMATIONS 
ET PROCEDE ASSOCIE 

Patent Applicant /Assignee : 

FIELDER Guy L, 

ALITO Paul N, 
Inventor { s ) : 

FIELDER Guy L, 

ALITO Paul N, 

Patent and Priority Information (Country, Number, Date) : 
Patenc: WO 9845975 A2 19981015 

Appl icauion: WO 98US4620 19980309 (PCT/WO US9804620) 

!i*ior:icv Application: US 97815403 19970310 
.'-si .jnaced States: CA JP AT BE CH DE DK ES FI FR GB GR IE IT LU MC NL PT SE 
;■ :.;b 1 L ca t ion Language: English 
Fulltext Word Count: 15719 

Fulltext Availability: 
Detailed Description 
Detailed Description 

. . . 0 interface unit 302 is copied to operating RAM 312b. 

T r, response co a system ID and a command sent by a host processor ( not 
'^r.'.wf;) i.o d.i, rect the generation of an encryption key , the processor 
■ ■ :esses the static secret and dynamic 

-'v:. a bi e 3 lObs t or edinEE PR0M3 1 0 . 
Fj-:-.::: etscorrespondingtoasystemlDtherebyare retrieved, and the bit 
-shuffle program 315 stored in the ROM 314 is executed. Thereafter, the 
output of the bit-shuffle program is stored in operating ElAM 312b. The 
processor 307 next acquires... 
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DIALOG (R) File 34 9:PCT FULLTEXT 

(c) 2004 WIPO/Univentio. All rts. reserv. 

n04:4(S82 ^-Image a va i labl e " 

CRYPTOGRAPHIC KEY RECOVERY SYSTEM 

SYSTEME DE RECUPERATION DE CLES DE CHIFFREMENT 

; Appl icani: /Assignee : 

■ I'F: Fi-;NATiONAL BUSINESS MACHINES CORPORATION, 
"!BM UNITED KINGDOM LIMITED, 



Inventor { s ) : 

JOHNSON Donald Byron, 
KARGER Paul Ashley, 
^'AiM-'MAN Charles William Jr, 
^7^TYAS Stephen Michael Jr, 
/■/,:■ yC)R\j David Robert, 

Mar. eel Mordechay, 
ZUNIC Nevenko, 

Patent and Priority Information (Country, Number, Date) : 
Patent: WO 9805143 Al 19980205 

Application: WO 97GB1982 19970723 (PCT/WO GB9701982) 

Priority Application: US 96681679 19960729 
Designated States: HU JP PL AT BE CH DE DK ES FI FR GB GR IE IT LU MC NL PT 

SE 

Publication Language: English 
Fu 1 1 1: e X t Word Count: 15226 

h ■ ! ! i. i: e ;■: i: Availability: 
Oeeailed Description 

Detailed Description 

. . . present invention permits 

the sender and receiver to establish a secret value for SALTO 
independently of the session key K. For example, the parties may 
generate 

SALTO using bits from the Dif f ie-Hellman procedure that are not used 

to 

generate the key K. Generating SALTO independently of the session key 

K' 

:r -'r.:^ manner may provide added protection against certain kinds of 
. • : : iyi \ c attacks. 
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DIALOG (R) File 349: PCT FULLTEXT 

(c) 2004 WIPO/Univentio . All rts. reserv. 

00372598 ■'^^Image available^' 
NETWORK SECURITY DEVICE 
DISPOSITIF DE SECURITE DE RESEAU 

Pa ten c Applicant /Assignee : 

:^:.:mtal secured networks technology inc, 

: :.v.-:.:;cr . s) : 

r'RJEDMAN Aharon, 
Lt£VY Ben Zion, 

Pacent and Priority Information (Country, Number, Date): 
Patent: WO 9713340 Al 19970410 

Application: WO 96US14285 19960906 (PCT/WO US9614285) 

Priority Application: US 95529497 19950918 

Designated States: AL AM AU BB BG BR CA CN CU CZ EE FI GE HU IL IS JP KG KP 
KR LC LK LR LT LV MD MG MK MN MX NO NZ PL RO SG SI SK TR TT UA UZ VN KE 
LS MW SD SZ UG AM AZ BY KG KZ MD RU TJ TM AT BE CH DE DK ES FI FR GB GR 
IE IT LU MC NL PT SE BF BJ CF CG CI CM GA GN ML MR NE SN TD TG 

i*-'- : ca L ion Language: English 

■ ..■•.->:• Wnrd Count : 6994 

. . Avd i J. abi 1 i t y : 

■ • ' ed Description 

;Jei:aiied Description 

data base (SDE) of 
tFie source network security device and in the dynamic data 
base of the source network security device. If these entries 
do not exist, they may be created prior to dynamic public key 
exchange (steps 65-69). 



: ;■ • nG!;e is no DDB ent for node IP=A, (step 61} an 
entry is created (step 81) and the transition flag for this 
entry is marked in unsecured transition (step 82) . A check is 
then made to determine if the SDB of the source network 
security. . . 
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Detailed Description 

Detailed Description 
. . . exist ) 

job-record = get first queued job record 

while (not at end of job record queue) 

if (Job Record equals a send job (AND) 

.'ob- Record does not exist) 
Mark. Job Record as Started; 

i ( Session -Record does not exist) 
Create Session .Record (402) 

--Open a session to remote site> 

Update Session Record- half open 

if (Requesting a file) 

change record from send to 

receive 
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ABSTRACT 

PROFiLEM TO BE SOLVED: To perform mutual authentication by using NTRU public 

r: • ' ■•. • --^ n r r \/ p c i o n e t h o d . 

MuLuai authentication between a server and a client is performed 

■ • ■ r:rccocol using an NTRU private key encryption method. By adding 
: : r : yiv.i'je t: s which are going to be seeds of a session key and their hash 
■11...' Lo transmission data, it makes possible to check whether description 
failure is generated . The session key is formed on the basis of 
the random numbers for the session key, and data transmission and reception 
after authentication are performed by encryption. Process of the NTRU 
encryption method is light and the protocol is simple, so that mounting to 
an assembly type apparatus is enabled. 
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ABSTRACT 

FROBLEM TO BE SOLVED: To continue exchange service procedures and realize 
it inexpensively when any failure is generated in a computer. 

SOLUTION: A key telephone master set analyzes control information 
transmitted/received via a control information communication path by a 
control protocol analyzing section 111 during operating a PC, extracts 
information about a call control command or a service execution command 
based on the result of analyzing to store the information in a 
cerrninal/line state storage section 131, a time switch connection state 
scorage section 132 and a service execution state storage section 133. When 
; he operating PC fails, a call control section 113 continues call control 
or exchange service by the PC based on the contents stored in the sections 
1 31, 132 and 133. 
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ABSTRACT 

I jH'l.EM TO BE SOLVED: To conduce a recording based on the copy status of 
aesi.ced contents without being affected by the copy status prior to the 
desired contents by transitioning a destination side electronic equipment 
to a recording standby condition when it is in a recording protection 
condition while fitting coding can not be conducted for the contents during 
a recording. 

SOLUTION: If it is in a status in which a copying is prohibited, audio and 
video signals of the contents are transitioned to a recording standby 
condition. Moreover, when it is in a copy capable status and a ciphering 
decoding process is required, a confirmation is made with the equipment of 
-1 .s'-urce Side and if it is O.K., a ciphering coding key is computed . If 
x.n r i rma t ion fails , it is transitioned to a recording standby 
• :,c:iL.i.on. During a recording, a checking is continuously made for the copy 
r : c • '/cr. ion status of the contents. When it is changed to a copy capable 
si.r=r.us, the contents are immediately recorded when deciphering is not 
i: equi red . 
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ABSTRACT 

i'lF.M TO BE SOLVED: To ensure picture recording of a reserved program by 
. 1.;:-: ^: network with plural electronic apparatus connected to a serial 
: rvis such that the destination side electronic apparatus executes mute 
ording if the crypt oanalysis of the encrypted contents of the source 
e electronic apparatus is infeasible at the time these contents are 
nsrnitted to the destination side electronic apparatus. 

UTION: When the trigger of picture recording execution arises or during 
execution of picture recording, the copy protection status of the 
tents of an Iso signal (isochronous signal) of a serial data bus 
EE1394 serial data bus) inputted to the destination side electronic 



:: : ii'i'^iH (picture resK'ding apparatus} is checked . ^%rhen copying is 
:.r uiiio i.Led, che input contents are subjected to mute picture recording. 
When copying is feasible but the cryptoanalysis processing is necessary, 
certification is made that the apparatus is the source side apparatus. In 
the case of okay, an cryptoanalysis key is determined by calculation . 
In case of a failure , the mute picture recording is carried out. The 
content picture recording is execute if the copying is feasible. 
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ABSTRACT 

1-'U1\P0SE: To prevent the generation of user's malfunction and a failure by 
1 sol a y i. nq a picture changed in accordance with the depression time of an 

■ r.;. rav ion key so as to return the changed picture in the reverse direction 

r.he key is not depressed for a prescribed time or more, and after 
.'.lene ra L i ng an effective sound corresponding to the picture, returning a 
current operation state to the state held before the depression of the key. 

CONSTITUTION: When a power supply key on a keyboard 11 consisting of plural 
operation keys is continuously depressed in order to turn on a power supply 
for a portable telephone set 1, a control circuit 2 accesses animation data 
stored 10 a memory 12, displays an animation corresponding to the 
depression time of the power supply key on a liquid crystal panel 14 and 
generates an effective sound from a speaker 3. When the power supply key on 
'.h'^ keyboard 11 is not depressed for a prescribed time, the circuit 2 
:is: if.iys uhe picture on the panel 14 so as to return the picture in the 
*■ ;. r-'"^^ i on in accordance with the continuously depressed time, 

' f ecu .: ve sound from the speaker 3 and then returns the 



h 



^e SLar.e held before the depression of the power supply 
key . ,r-.'oy I :ie generation of user's malfunction or a failure can be 
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!K.:si,c): WO 200388579 Al 
NOVELTY - The method involves determining a connection between a 
::ircuit switched phone (12) and a network enabling an establishment of 
a request session. An indication that the requested session cannot be 
established is transmitted to a user of a session initiation protocol 
phone (11) when the circuit switched phone (12) is not connected to the 
network . 

DETAILED DESCRIPTION - An INDEPENDENT CLAIM is also included for a 
network unit for a network of communication system. 

USE - Used for establishing packet switched session in wireless 
communication device. 

ADVANTAGE - The method provides information to a calling party 
-^.ibout i:he impossibility of establishing the desired session, thereby 
providing convenience to calling device. The establishment of the 
session is interrupted at early point of time before the session 
fails , thus saving resources of a called communication device. 

DESCRIPTION OF DRAWING (S) - The drawing shows a method of request 
handling in a communication system. 

Session initiation protocol phone (11) 

Circuit switched phone (12) 

Session initiation protocol proxy (13) 

Home subscriber server (14) 

Connecting network (15) 
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Pacent No Kind Lan Pg Main IPC Filing Notes 
JP 2003273858 A 15 H04L-009/08 

Abstract (Basic): JP 2003273858 A 

NOVELTY - A key update request including client identifier, is 
cransmitted by a server (100). A complementation variable in client 
rneidory, is searched based on the request. A group variable 

r ospond i nq to client .identifier, is searched to generate the 

• . 'Vi::enLa t: : on variable, when che variable search process based on 
'• .:.^>s*, fails . A new session key is generated based on the 

' -.i:ip !. einen ta t ion variable and present session key. 

iJETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following : 

(1) client apparatus processing method; 

(2) server apparatus processing method; 

(3) client apparatus; 

(4) server apparatus processing program; and 

(5) computer readable recorded medium for storing server apparatus 
processing program. 

USE - For updating session key in client-server technology through 
T nr. erne t or multicast- satellite broadcast . 

Af^VANTAGE - Effectively decreases the amount of data delivered to 
- (:^icir\q key updatiion and syscem subscription. 

; ':: .>^'R.i. PTION OF DRAWING(S) - The figure shows the block diagram of 

• *.■ •; ioiiL and a server in a network. (Drawing includes non-English 

server (100) 
client (200) 
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priority Applications (No Type Date): JP 2001253266 A 20010823 
Patent Details: 
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JP 2003067343 A 4 G06F-015/00 

Abstract (Basic): JP 2003067343 A 

NOVELTY - A fingerprint reader scans the fingerprint of a finger 
which touches the key of a keyboard (22) . A controller (25) collates 
Lhe read fingerprint and a fingerprint registered beforehand. A 
rie! e r.'iiii ning unit is provided to determine whether the compared 
: i n'^jerprints mutually match. The controller allows the start of 



operation when the ^Kgerprints match. 

USE - For reception window in financial institution. 

ADVANTAGE - Enables starting a business operation without 
increasing the operation frequency of keys and without generating 
key failure . 

DESCRIPTION OF DRAWING (S) - The figure shows the flow diagram of 
I i ng terminal equipmenu. (Drawing includes non-English language 

Keyboard (22) 
Controller (25) 
pp; 4 DwgNo 1/6 
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Mutual recognition system for delivery of content such as music and image 
in personal digital assistant for e-commerce, detects failure of decoding 
based on generated random number for mutual communication 
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Abstract (Basic): JP 2003124927 A 

NOVELTY - A generation unit generates the random number 
corresponding to the session keys generated for each communication 
t-^rininal. A decoding unit decodes the keys after detecting the 
failure in rhe key decoding, based on the generated random number. 

' [■":A[\.ED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
: ■ ! . : \\' 1 ; t cj : 

::) mutual recognition method; 

(2) mutual recognition apparatus; and 

(3) recorded medium storing mutual recognition program. 

USE - For performing mutual recognition in delivery of content such 
as music and image in personal digital assistant, mobile telephone for 
e-commerce, genuine person authentication. 

ADVANTAGE - Performs data transmission and reception reliably after 
confirming the decoding keys. 

DESCRIPTION OF DRAWING (S) - The figure shows the functional block 
diagram of the content delivery server. (Drawing includes non-English 
language text ) . 
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NOVELTY - A server request (352) including an update manifest, is 
qeneraced based on client request (324), synchronization state 
associated with the failed prior synchronization session and sent to an 
information server (310) . The synchronization state between the server 
and a client's mobile device (320), is modified based on the response 
received from the server. A client response that is created based on 
the server response, is sent to mobile device. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are included for the 
f o.l lowi ng : 

(1) Computer-readable medium storing failed synchronization session 
rf^;-overy program; and 

Failed synchroniza u ion session recovery system. 

U.SF - For recovering from a failed synchronization session 
hecween mobile computing device and information server. 

ADVANTAGE - Allows the failed synchronization session to be 
recovered easily without requiring a server to maintain and track 
errors of the client without waiting for an explicit acknowledgement 
from the client and without other time consuming and bandwidth 
intensive tasks. The update manifest included in the server request, 
allows the mobile data and server data to become synchronized 
efficiently without duplicating objects in either location and without 
sending client errors to the server. 

DESCRIPTION OF DRAWING (S) - The figure shows the functional block 
diagram of the failed synchronization session recovery system. 

Information server (310) 

K'ob i. 1 e device (320) 

v^lienc request (324) 

.-erver request (352) 
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Method and system for drawing digital lottery ticket 
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Abstract (Basic) : KR 2002066053 A 

NOVELTY - A digital lottery ticket drawing method and system is 
L. ■ -v :.J-3d to prevent a service provider, issuing the digital lottery 

■ : , r roHi illegally operating a lottery drawing process or 

■ ;:i • : ci. t i ng Che lottery ticket. 

DETAILED DESCRIPTION - The system comprises the first web 
svT ver { 100 ) , the second web server (110) and the third web server (120). 
The first web server (100) issues a digital lottery ticket, the second 
web server (110) selling the digital lottery ticket, and the third web 
server (120) drawing a lottery among the sold lottery tickets. The first 
and second web server (100, 110) communicates data based on a PKI (Public 
Key Infrastructure) based secure channel, and has PKI 
libraries ( 101 , 111 ) and secure key managing modules (102, 112) for 
securely managing an issue key and a sale key. The first web 
server(lOO), operated by a responsible ticket issue manager, includes a 
key management device (106) for drawing a lottery among the tickets. The 
key management device (106) generates data on a lottery ticket token. 
The third web server (120) receives information on the sold lottery 
tickets from the second web server (110), and transmits a final 
LSN (Lottery Serial Number) and the received information to the key 
management device (106) of the first web server (100). The key management 
device (106) compresses the information on the sold lottery tickets by a 
hash function, and compares it with a frame bundle which is generated 
by inserting lottery ticket information and a token and performing a 
lottery framing when the first web server issues a lottery ticket. In a 
case that the comparison result is not identical, the key management 
device (106) outputs a BN (Blinded ID Number) generation failure 
siqn. In a case that the comparison result is identical, the 
■i*r-vi ^-i-MOb) drives a BN generator. The BN generator receives (K, N), 
: V'jl:j^^s of Lhe BN stored at a database when the lottery ticket 

and R/ i.SN-f inal , a random number generated by a RNG{Random 
\ : '^.-nerator) based on the final LSN, and outputs (K, N, 

:" .i. r:d 1 ) . The device(106) finally makes an electronic signature on 

output of the BN, (K, N, R/LSN- final ) , and then outputs it to the 
third web server(120). 

pp; 1 DwgNo 1/10 
Title Terms: METHOD; SYSTEM; DRAW; DIGITAL; LOTS; TICKET 
Derwent Class: TOl 

International Patent Class (Main) : G06F-017/60 
File Segment: EPI 



11/5/43 (Item 11 from file: 350) 

i')IALOG(R) F.Ue 350: Derwent WPIX 

:c) 2004 Thomson Derwent. All rts. reserv. 

0150304 19 -^^Image available-*^ 
WPI Acc No: 2003-090936/200308 
XRPX Acc No: N03-071883 



Security key persistei^B and recovery method in network computer system, 
involves indicating failure of authorization when retrieval of private 
key from cache fails 

Pa-cent Assignee: SANCHEZ H A (SANC-I); SCHEETZ M (SCHE-I) 
Invencor: SANCHEZ H A; SCHEETZ M 

Number of Countries: 001 Number of Patents: 001 
Patent: Family: 

Patent No Kind Date Applicat No Kind Date Week 

US 20020138739 Al 20020926 US 2001813564 A 20010320 200308 B 

Priority Applications {No Type Date) : US 2001813564 A 20010320 
Pa i:enc Deta ils : 

^Fitent No Kind Lan Pg Main IPC Filing Notes 
;0O2013f^739 A1 ll H04L-U09/00 

'I'nsi : [IS 20020138739 Al 
>: ;V:'.;.TY - The files .including security keys are read into a cache 
:,y Hj an efnscuive user id. The private key of security key is 
'.■ :e;np:ed ror retrieval from cache by using the real user id to 
ci i ,i L:al iy sign a message. The failure of authorization is indicated, 
if the retrieval of private key from the cache is determined to be 
a failure . 

DETAILED DESCRIPTION - An INDEPENDENT CLAIM is included for 
computer readable medium storing security key persistence and recovery 
program . 

USE - For persisting and recovering the security keys to authorize 
security access to network data in network computer system. 

ADVANTAGE - Provides efficient message security between remote 
processes by using private keys of the security keys for authorization 
of access by real user. Accomplishes id authentication to access the 
privoue keys for data access, while maintaining security of the private 
keys, files and other resources on the computer system. 

DESCRIPTION OF DRAWING (S) - The figure shows the sequence diagram 
illustracing the sequence of tasks performed to persist and recover 
security keys in network system. 
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Information storage method involves re-encrypting database recovered by 

decryption of failed database with old local key 
Patent Assignee: INT BUSINESS MACHINES CORP {IBMC ) 
Inventor: KOHL U; LOTSPIECH J B; NUSSER S 
Number of Countries: 001 Number of Patents: 001 
Patent Family: 

Patent No Kind Date Applicat No Kind Date Week 

':5; r0020091930 Al 20020711 US 2001754396 A 20010105 200270 B 

P! loricy Applications (No Type Date): US 2001754396 A 20010105 

-.m: e n c Details: 
Pacenc No Kind Lan Pg Main IPC Filing Notes 
US 20020091930 Al 12 H04L-009/32 

Abstract (Basic): US 20020091930 Al 

NOVELTY - A request is send by a client (10) to a recovery server 
(20) for recovery of a failed database. An old key is sent to the 
client based on determination of legitimate request. The failed 



IS decryptS^wi th 

and the recovered 



the old local 
database is re- 



key , to reaver 
encrypted with a 



the 
new 



failed 

local 



DESCRIPTION - INDEPENDENT CLAIMS are included for the 



(2) 
(3) 
) 



and 
for 



information storage. 



in a recoverable manner 
of the database is 



i a oa se 
da caba se 
key . 

DETAILED 
following : 

(1) Proprietary database recovery method; 
Information storage system; 
Proprietary database recovery system; 
Signal bearing medium storing program 
- For storing in forma c i on . 
AD'y/-.NTAGE - The information can be stored 
'.f: aw linuL'usiied system, and unauthorized use 
von led . 

DESCRIPTION OF DRAWING (S) - The figure shows the block diagram 
explaining the operation between the recovery server and the client 
Client (10) 
Recovery server (20) 
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Optimizing use of packet resources by determining whether mobile 
switching center has received assignment failure indicating packet data 
session going dormant 

Pji--riL Assignee: TELEFONAKTI FBOLAGET ERICSSON L M (TELF ); MADOUR L 
'MAnO-l}; SHAFIK K (SHAF-I) 

;r;v-nLor: MADOUR L; SHAFIK K 

K'U:nber of Countries: 096 Number of Patents: 005 
■:a \^ent Fam.ily : 

Kind Date Applicat No Kind Date Week 
A2 20011025 WO 2001SE772 A 20010406 200207 B 
Al 20011213 US 2000195378 P 20000407 200207 
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iS 20010050907 Al 

:'00 14 701 1 A 
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H04L-001/00 Provisional application US 2000195378 

H04Q-007/38 Based on patent WO 200180591 
H04Q-007/22 Based on patent WO 200180591 
(Regional) : AL AT BE CH CY DE DK ES FI FR GB GR IE IT 



CN 14 22 500 



H04Q-007/22 



Abs-cracc (Basic): WO 2001805S1 A2 

NOVELTY - Method consists in sending a message from the base 
stanion controller (BSC) to the mobile switching center (MSG) 
irxiicaiiing that the mobile station (MS) has powered down, determining 
in the MSG that the packet-data session is dormant, sending an 
instruction from the MSG to the BSG in a class-0 connectionless 
transaction to release network resources, sending an instruction from 
Che BSC to the packet control function (PGF) to tear down the 
associated resources and releasing the packet-data connection by the 
packet data service node (PDSN) . 

DETAILED DESCRIPTION - There are INDEPENDENT CLAIMS for (1) a 
mobile switching center, (2) a base station controller, (3) a packet 
resources optimizer. 

USE - Method is for a wireless access network with a mobile 
swiLching center, base station controller, packet control function and 
: ■ 'i :ke': data service node. 

a:.; VANTAGE - Method eliminates a hanging packet -data connection when 
* bile scat ion performs a power-down while the packet-data session 

: ii". a dormant state. 

DESCRIPTION OF DRAWING (S) - The figure shows a wireless access 
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Method for managing system fault in network system 

Patent Assignee: LG INFORMATION & COMMUNICATIONS LTD (GLDS ) 
Inventor: LIM M G 

Number of Countries: 001 Number of Patents: 001 
Pctenc Family: 

en c No Kind Date Applicat No Kind Date Week 

W;- : .^''^10^7827 A 20010705 KR 9961238 A 19991223 200175 B 

Apf,)Iic5tions (No Type Date): KR 9961238 A 19991223 

D^i^a lis : 
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KK .\;;M057827 A 1 G06F-011/00 

Abstract (Basic) : KR 2001057827 A 

NOVELTY - A method for managing a system fault in a network system 
is provided to enable a manager to accurately judge an error of a 
system by storing a trap generated and a log file in an NVRAM, and by 
maintaining a description in case that the error of the system is 
generated . 

DETAILED DESCRIPTION - An NMS (Network Management System) applies an 
alarm/event session request to an SNMP (Simple Network Management 
Protocol ) (SI ) . The SNMP receives the request, and applies a statistical 
S'-ssion generation request or an alarm/event session generation request 
to an RMON(Remote Monitoring) processing module(S2). The RMON 
processing module receives the generation request, and confirms whether 
information on the generation request is proper {S3) . A failure of a 

session generation is reported to the SNMP(S4). A statistical 
session or an alarm/event session is generated. Simultaneously, each 
timer is designated and driven (S5). It is confirmed whether the timer 
confirms whether the time set up passes (S6). It is confirmed whether 
there's a statistical timer identifier or an alarm/event timer 



ideniiif ier (S7 ) . Inf^^ation is collected and updated . It is 
confirmed whether collected values are larger than a threshold set 
up(S9). The RMON processing module makes a request for performing an 
alarm/event generation of an error processing module (SIO). The error 
processing module receives the alarm/event session generation request 
from the RMON processing module, and generates an alarm/event ( SI 1 ) . The 
error processing module performs a generation of a trap or a log 
file(S12). The relevant trap or log file is stored in an 
NVRAM (Non-volatile RAM)(S13). 
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Method of providing robust secure network communications using two or 
more gateways by automatically polling gateway at intervals by initiator 
to determine status of gateway 

rc::.(.'t:L Assignee: TIMESTEP CORP (TIME-N) 

: :.v-jr!Lor : HOWARD B; JENKINS T J; PEREIRA R 

';';;rtnpr Gi Countries: 001 Number of Patents: 001 

1 u) '.'-rrii". Family : 

Patent No Kind Date Applicat No Kind Date Week 

CA 2266086 Al 20000917 CA 2266086 A 19990317 200132 B 

Priority Applications (No Type Date) : CA 2266086 A 19990317 
Patient Details: 

Pacent No Kind Lan Pg Main IPC Filing Notes 
CA 2266086 Al E 24 H04L-012/12 

Ai-s-:o'-:. (Basic): CA 2266086 Al 

:^OVF,LTY - At intervals, a workstation (10) automatically polls to 
;-;er:nine a stacus of a gateway (4a-d}. When the status of the gateway 
: radicates its failure , a new secure communication session is 
established between the initiator and a second other gateway with 
providing a resource (20) with a second reply address for the 
workstation (10) . 

USE - In secure and robust network communications using two or more 
gateways . 

ADVANTAGE - When the gateway fails to respond the workstation 
initiates a similar communication session with the network using a 
different gateway. This then allows for continued communication. 

DESCRIPTION OF DRAWING(S) - The drawing illustrates a workstation 
connected via a public network to a private network having several 
• ; ^ ■ v^wa ys . 

':a;. eway ('^a-d) 

wo r ks ca t ion (10) 

r-:j source (20) 

public network (3) 
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Secret information storing device for access management in computer 
system, extracts key related to particular terminal, which is then 
utilized for encrypting secret data in hard disk 

Pacenc Assignee: HITACHI LTD (HITA ) 

Number of Countries: 001 Number of Patents: 001 

Patent Family: 

Patent No Kind Date Applicat No Kind Date Week 

JP 2000029792 A 20000128 JP 98195353 A 1998071 200017 B 

Priority Applications {No Type Date) : JP 98195353 A 19980710 
Patent Details: 

Parent No Kind Lan Pg Main IPC Filing Notes 
■r :^'^n0029792 A 8 G06F-012/14 

■.: '!3.:SJ.c) : JP 2000029792 A 

.SC^VF.LTY - Several keys are produced relative to the each access 
•--rininal and is stored in the IC card, based on the user's access 
ciULhenLica tion . The key relevant to peculiar terminal from the card is 
retrieved based on which the secret code data is encrypted and stored 
in hard disk. During access, the code data is decoded using the key. 
DETAILED DESCRIPTION - An INDEPENDENT CLAIM is also included for the 
secret information storing procedure. 

USE - For access management in computer system. 

ADVANTAGE - Information is protected from unauthorized access, by 
scoring password relevant to the user's key . Prevents failure 
generation , by eliminating the duplication of secret information. 
: ■RSCRI. PTION OF DRAWING (S) - The figure shows block diagram of the 
-..'--rei: information storing device. 
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Software license management using smart card - involves generating 
encryption key for license database to prevent installation of particular 
software which cannot be run properly 
Patent Assignee: SYSTEMNESE KK (SYST-N) 
Number of Countries: 001 Number of Patents: 001 
Patent Family: 

Patent No Kind Date Applicat No Kind Date Week 
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Abstract (Basic): JP 11249892 A 

NOVELTY - The license information in the smart card is eliminated 
after software fails to run for a second time. An encryption key is 
then generated for the license database to prevent installation of 



[hat particular sofWifre. DETAILED DESCRIPTION - An empty license 
dauabase is automatically produced when installing a software that is 
due for distribution. In order to use that software, the license 
information recorded in a smart card is written into the database. The 
software will run only if the required license is derived from the 
database. The license information are then recorded into the smart card 
having a CPU which cannot be reproduced physically. 
USE - For preventing software piracy. 

ADVANTAGE - Reasonable for users since purchased software can be 
updaued on-line if properly licensed. Reduces marketing and 
1 s L ribu t ion costs since licensed software and corresponding updated 
I'-ions are always available for sale on-line. DESCRIPTION OF 
' /'.W : '"T^ ' ) - The figure shows the contents of the data output through 
• - , ■• ! .'--cipve ! opi no oucput processing of a product managing system. 
: w .:.•:/ ^ 
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Fault management and correlation method for large packet switched 

communication networks 
Patent Assignee: INT BUSINESS MACHINES CORP (IBMC ) 
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Number of Countries: 001 Number of Patents: 001 
Patent Family: 

Patent No Kind Date Applicat No Kind Date Week 
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• I ails: 

• N«j Ki.nd Lan Pg Main IPC Filing Notes 
■ ^-'';;59 A 12 H04J-003/14 

AosLraci: (Basic): US 5949759 A 

NOVELTY - A connection failure in a network having several nodes 
interconnected by links, is detected. The failure related information / 
are stored in the adjacent nodes'^, based on which a unique correlation 
key to identify the failed connection is generated and is 
transmitted to each accessible node. A failure alarm information is 
also transmitted to the network management system. 

USE - For large high speed packet switched communication networks. 

ADVANTAGE - Improves efficiency of network management system and 
enables easier identification of fault location, by generating a 
correlation key. 

DESCRIPTION OF DRAWING (S) - The figure shows the flow chart of the 
faulu correlation method, 
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Computer system identification number modifying method - involves 
comparing extracted verification identification with replacement 
identification to determine whether they are equal, based on which 
replacement identification is modified 
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'\:n:jec of Countries: 001 Number of Patents: 001 
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Patent Details: 
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A'rs'-.raci: (Basic): US 575200^ A 

Thie method involves detecting failure of a CPU (102) of a computer 
;-:vs^--[n (100). The failure CPU is then replaced with a new CPU with 
:!.,..:.;; i ed memory which contains replacement identification for entire 
■'>:rpu;:er system. A verification and failure identification are 
created in an encrypted key value after which it is extracted. 

The extracted verification and identification is compared with 
replacement identification to determine whether they are equal. When 
they are equal, then replacement identification is modified to equalize 
with failure identification. 

ADVANTAGE - Updates identification information of replaced device 
e a s i J. y . 

DwQ .1/6 

TU-le l^erms: COMPUTER; SYSTEM; IDENTIFY; NUMBER; MODIFIED; METHOD; COMPARE; 

KXTRACT; VERIFICATION; IDENTIFY; REPLACE; IDENTIFY; DETERMINE; EQUAL; 

•-./■.SFD; REPLACE; IDENTIFY; MODIFIED 
r-rwenc Class: TOI 

i ncernational Patent Class (Main): G06F-011/00 
File Segment: EPI 



11/5/63 (Item 31 from file: 350) 

DIALOG (R) File 350:Derwent WPIX 

(c) 2004 Thomson Derwent . All rts. reserv. 

010391468 ^*Image available*^ 

WPl Acc No: 1995-292782/199538 

■■•!-;"X Acr: No: N95-221475 

Corrupt encryption key identification method for secure communication 
system - transmitting corrupt key indication to resource allocator when 
identified encryption key is corrupt 
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Pa cent Family: 

Patent No Kind Date Applicat No Kind Date Week 

US 5442703 A 19950815 US 93129508 A 19930530 199538 B 

US 94250318 A 19940527 

Priority Applications (No Type Date) : US 93129508 A 19930530; US 94250318 A 

: 994 0527' ' 
' : ; ^'^n;: Deia i Is : 

: No Kind Lan Pg Main IPC Filing Notes 

')442703 A 7 H04L-009/0C Cont of application US 93129508 



Abstract (Basic) : US 5442703 A 

The method involves receiving, from a communication unit, a request 
to establish a communication with at least a second communication unit 



and retrieving, frorrWr database, a key identifier responsive to the 
request. The key identifier is transmitted to the second communication 
unit, an identified encryption key is retrieved based at least in part 
on the key identifier, 

A corrupt key indication is transmitted to the resource allocator 
when the identified encryption key is corrupt, 

ADVANTAGE - Allows secure communications to be established 
despite occurrence of key failure . 
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Communication controller for X25 and SNA network - allows communication 
through virtual circuits between application programs running in host 
computer and DTEs attached to X25 packet switched network 
Patent Assignee: INT BUSINESS MACHINES CORP (IBMC ); IBM CORP {IBMC ) 
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A:- ^: ! (Basic) : EP 520117 A 

The communication controller (107) has a unit for establishing set 
SNA sessions between the communication controller and the application 
programs. A unit (205) for linking a virtual circuit on a SNA session. 
A unit (620) for storing a set of alternate session tables defining for 
each of the pre=established SNA sessions, a prioritised list of 
alternate backup sessions. 

A unit (300) for detecting the occurence of one incident on one 
SNA session. A unit for switching the virtual circuits linked to the 
session being subject defined in the correspondig alternate session 
table. A unit (300) for detecting an incident consisting of a failure 
on one session . A unit for concentrating a number of virtual circuits 
one single SNA session. 

ADVANTAGE - Establishes set SNA sessions between application 
programs running in host server and communication controller and for 
linking virtual circuit on set SNA session. 
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The access controller operates on a computer work station with the 
access rights supplied initially m an original key module (CO) which 
cooperates with the work station to allow continued use of the 
p cog rams . 

The original key module is used for creation (1) of a working key 
"":') cind a back-up key (CB), using the original key module and an 
■iitp-.y key ;noduie (CVa). If the working key fails , the back-up 
key is used to produce a t ime- limited emergency key on an empty 
:"v:iuLe, and is itself inhibited. 

USE/ADVANTAGE - Avoids fraudulent return of hardware keys that are 
claimed to have failed, preventing illicit use of computer programs. 
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Abstract (Basic): EP 395563 A 

The method of maintaining continuous availability of applications 
a session between two logical units (10,40) has the states 
• : -;f'r; and maintained by the communication system (30). An alternate 

, is allocated for one of the units. On failure a connection 
; :• .1 iiLo ins a link and invokes the communication safety timer. 
A Sf-ssion monitor is notified of a successful recovery and the 
session re-synchronised and resumed. Any suspended sessions which do 
not recover before the timer completes will be terminated. 

ADVANTAGE - Does not require back-up sessions to be established. 
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:'he system has ^l^^imber of encryption circuits f djj^enerat ing 

signals from unencrypted data signals. Each of the circuits has 
volatile memory for storing an encryption key. An encryption key 
testing device determines when key is invalid in response to a test 
signal applied to an input thus producing a fail signal at an 
output when the key is invalid. The volatile memory and the 
encryption key testing device are integral components of the encryption 
circuit . 

A controller periodically generates a test signal. The controller 
rrj r es the cest signal during inactive periods of the encryption 
■'r c:nd detects che fail signals and provides an indication of 

, ■:, : ^ h'.' nuinber of encrypiiion circuits has an invalid encryption 
;":!':^ conLroller consists of a microprocessor. 
; /ADVANTAGE - In daca t ransmi.ssion system. Minimises loss of data 
'.:r.'J system down time due to corrupted or lost keys. Ensures security of 
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Abstract (Basic) : EP 281224 A 

The secure communications system comprises three terminals and a 
key distribution centre (KDC) in which the KDC on request by a first 
terminal provides the first terminal and a second terminal specified by 
the first with a key device under encryption by key transporting keys 
each of which is shared by a single terminal and the KDC, for 
■'■orn:nunicat ion between the pair of terminals. The key device is used as 
r:ey transporting keys by the two terminals to exchange data 
; ransporting keys which are in turn used by the two terminals for 



passing data betweer^^rern . 

The key device consists of two keys one for encrypting messages 
from the first terminals to the second and the other for encrypting 
messages from the second terminal to the first. 

JSE/ADVANTAGE - Personal computer. Each terminal has only to 
iNiinrain keys required lor whatever current communications sessions it 
.s hciving wiuh other terminals. 
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Toward open, secure, widely distributed services: the OASIS open 

architecture controls the interoperation of independent services in 
distributed environments, including the constant monitoring of security 
conditions, as illustrated by a U.K. application in health-record 
management . 

: ■■ Jean; Moody, Ken 
• );\:h.jr; Lcacions of the ACM, 45, 6, 59(6) 
lit^e, 2002 
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. . . the CIA service informs the service if the RMC subsequently becomes 

invalid. The next time the RMC is used it can be compared with the cached 
bit -pattern. 

(FIGURE 3 OMITTED) 

Integration with a public key infrastructure. Role membership 
certificates may not have a systemwide format , though there is likely 
i:o be a uniform format within each domain. The role-name and any parameters 
recorded in the RMC. The owner... 
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... loops) fits in a wood-storage box that's smaller than the custom 

AnviJ case where you store that favorite cowbell of yours. 

Load-in/ setup was no sweat. The 16- bit loops dropped seamlessly 
.into my PC running Acid. The 24-bit multitrack sounds weren ' t in Pro 
Tools session format , but imported into my Mac Pro Tools as 
kick/overheads/stereo room/snare/stereo toms without hassle. The procedure 
should be about the same with... 
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Wireless security is rising, but it's not fully baked yet; 802 . IX 
authentication passes most iLabs tests. 
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Language: English Record Type: Fulltext 
Document Type: Magazine/ Journal ; General Trade 
Word Count : 1361 

... is a problem that's hard to test for, but can cause major user 

dissatisfaction and interoperability failures down the road. 

Virtually all the vendors failed one test: setting a short, 40- 
bit WEP key . While most products support the widely accepted 104-bit 
WFP keys, 802. IX compliance calls for 40-bit keys. If you jumped on the 
wireless bandwagon early and... 
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. . . been found vulnerable to attack; the recommendation is to use 

Version 2 instead. The ssh-keygen program lets you specify the type of key 
generate . Use the -t flag to specify rsa or dsa (ssh-keygen -t rsa 
: V'jen - t dsa) to generate Version 2 keys . Then copy the 

p'.:blic key(s} to the authorized keys file under your Linux 
::Oir:e directory, and you should be set. 
!i : /i ss is... 
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... be stored in a public directory service, users must have a secure 

way to store and access their private keys. 

Unfortunately, a user's private key is no longer a simple 
derivative of the password. Usually 512 to 2,048 bits long, public keys 
are stored as binary code in a protected location. Netscape's 
Communicator 4.0 stores users' private keys (and public key certificates) 
in an encrypted database on... 
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... s phone and bypass the added security built into the system to be 

success ful . 

John Everitt, computer-security consultant, pointed out encryption 
proLecting GSM is not perfect. GSM SIM cards generate a 40- bit 
encryption key but Weismann Institute researchers in Israel have 
successfully cracked it. 

Next generation phones use 128- bit keys, but will also be a lot 
more powerful, complicating the situation further. 
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\;/T:-.A^''T : Caere Corp's Image Assistant is a $495 full-color program for 
creating and editing bit -mapped images and is available for both the 

Macineosh and Microsoft Windows platforms. It includes many 
. r.nova e i ve features not found in competing products but lacks some key 

ie^itures found in similarly priced programs and suffers from irritating 
design flaws. Image editing tools are rated good; there is an Assist Mode 
with a . . . 



11/3, K/8 (Item 3 from file: 148) 

DIALOG (R) File 148:Gale Group Trade & Industry DB 
(c)2004 The Gale Group. All rts. reserv. 

06227625 SUPPLIER NUMBER: 12520534 (USE FORMAT 7 OR 9 FOR FULL TEXT) 

Latest sag in housing starts deepens worries about consumers. 

Patterson, Dean 

Bond Buyer, v300, n28968, p4(l) 
August 19, 1992 

ISSN: 0732-04 69 LANGUAGE: ENGLISH RECORD TYPE: FULLTEXT 

WORD COUNT: 774 LINE COUNT: 00060 

. . . to act, such as weak money supply numbers or another poor 

employment report. 

Henry Willmore, an economist with Chase Manhattan Bank, said housing 
starts are " not a key determinant of Fed policy." However, he said, 
"every little bit adds up." 

Tew, if any, analysts expect significant gains in housing starts 
-.ho end of the year. "Interest rates matter, but there are other 
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name of the buffer. A 4-byte pattern unique among MSBs is required. 
The second parameter indicates the maximum number of messages that can be 
stored . The low-order 13 bits are used so that the highest value is 

8191, 

If an MSB with the given key does not already exist, it is 
created by this request. The only return values are the MSB identifier for 
success and QUEFUL or BADPRM for failure. The successful return value does 
noL . . . 
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...TEXT: is a problem that's hard to test for, but can cause major user 
dissatisfaction and interoperability failures down the road. 

Virtually all the vendors failed one test: setting a short, 40- bit 
WEP key While most products support the widely accepted 104-bit WEP 
keys, 802. IX compliance calls for 40-bit keys. If you jumped on the 
wireless bandwagon early and... 
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. . be stored in a public directory service, users must have a secure 

■■.■^.'.y :;o SLore and access their private keys. 

Un i':or tuna tely , a user's private key is no longer a simple 
derivative of the password. Usually 512 to 2,048 bits long, public keys 
are stored as binary code in a protected location. Netscape's 
Communicator 4.0 stores users' private keys {and public key certificates) 
in an encrypted database on... 
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Text : 

... is a problem that's hard to test for, but can cause major user 
dissatisfaction and interoperability failures down the road. Virtually all 
the vendors failed one test: setting a short, 40- bit WEP key . While 
tncst products support the widely accepted 104-bit WEP keys, 802. IX 
^OiTip !. lance calls for 4 0-bic keys. If you jumped on the wireless bandwagon 
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. . . f. R:::CI F ICATION the step S49 to retain the session key Kses in the record 
r-nroducing player's encryption processing unit 302 of the record 
r -r- 1 oducinq player 300, setting an authentication complete flag to 
Indicate the finish of the mutual authentication. Should the mutual 
authentication fail , it proceeds to the step S50 and destroys the 
session key Kses created in the process of the authentication 
processing, clearing the authentication complete flag as well. If it is 
already cleared, the clearing process is not needed. . . 
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...SPECIFICATION a login attempt failed during execution of a CONNECT 
/:onima nd . 

SYNTAX: IF: LFAIL 
EXAMPLE CALL: IF: LFAIL 

DESCRIPTION: The IF: LFAIL construct tests the LFAIL flag which is 
set if a login attempt to establish a WAM Interpreter interface 
session connection fails during the execution of a CONNECT command. 
This flag is always reset prior to execution of a CONNECT command. 
If the LFAIL flag is set... 
...interface failure flag which is set if the execution of any {in this 
WAMIL language embodiment) SDP interface command fails in any manner. The 
SDPFAIL flag is also set when the execution of a WAMrCONNECT SDP 
command fails to establish an SDP session . To determine the cause 
: : r.r, failure the CFAIL, LFAIL, TFAIL, or SDPPORT flags can then be 

■: • :■])? .nnerface failure flag is set , the expression will 
■ TRUE and che THEN commands, or THENDO part of the 

- ruvru , will be executed, otherwise the ELSE commands, or... 
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..SPECIFICATION In this bit field, a 1 is set when the value in the clock 
counter 1802 matches the value in the update time register 1803. 

Bit 25 represents the generation of a battery interrupt requesting 
a backup process. When the bit value is 1, it represents the generation 
of the battery interrupt. In this bit field, a 1 is set when the 
interrupt signal 1557 received from the battery capacity detector 1518 is 
a sserted . 

Bit 24 represents the generation of a key interrupt by manipulation 
of the switch. When the bit value is 1, it represents the generation of 
I he key interrupt. 

Bics 0... external IF interrupt. In this bit field, a 1 is set when the 
interrupt signal 2452 received from the RS-232C interface 2417 is 
a sserted . 

Bit 24 represents the generation of a key interrupt by the 
manipulation of a switch. When the bit value is 1, it represents the 
generation of the key interrupt. 

Bits 0 to 9 correspond to switches 0 to 9 of the number key switch 
307. Bits 10 and 11 correspond to number key switches and... 
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r'rXI FICATION collection is invoked as part of the file system 
1 r:i c la liza t ion routine, the first block of the GC event queue sector 22 
is read and the flags stored therein are examined by the 
microprocessor 8 to determine if a previous garbage collection session 

was interrupted by the power failure , and if so, during what phase. 

As shown in Table I below, if all the flags are set or unset, then 
the previous session was not interruped at the time of the power 
failure, and the garbage collection process will be run in,.. 
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..SPECIFICATION collection is invoked as part of the file system 
initialization routine, the first block of the GC event queue sector 22 
IS read and the flags stored therein are examined by the 
microprocessor 8 to determine if a previous garbage collection session 
was interrupted by the povjer failure , and if so, during what phase. 
As shown in Table I below, if all the flags are set or unset, then 
::he previous session was not interrupted at the time of the power 
i.iilure, and the garbage collection process will be run in... 
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...**:. A : ki:^ ::.revious unsuccessful attempt was made to establish a session 
w: [Ji Lhe target logical unit without verifying the location and 
cha racuerist ics of the target resource, and 

setting a verification not required flag in the LOCATE 
request only if the session possesses the certain characteristics and 
a previous session - establishing attempt did not fail while 
attempting to proceed without verification. 
3. The method as defined in claim 2 wherein the step of analyzing the 
session further comprises the steps... 

...a session with the second node was unsuccessful, during which attempt 
the location and characteristics of the target resource were not 
verified, and 

means for setting a verification not required flag in the 
LOCATE request only if the session possesses the certain 
characteristics and a previous session - establishing attempt did 
not fail while attempting to proceed without verification. 
8. The system as defined in claim 7 wherein the session analyzing means 
further comprises: 

means for determining whether the session is to be initiated by 
a primary logic unit, 

means for determining whether the session is of a type that 
can tolerate failure in a subsequent session - establishment 
attempt, and 

means for enabling the flag to be set only if both 
derermining steps yield a positive result. ... 
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...SPECIFICATION with block 202. 

If the determination in block 186 is that the control block 
represented a broadcast search, block 188 explores the role of the 
failed session in the search. If the node is awaiting a reply from the 

failed session , block 190 marks the control block as having 
r-^.-.^ived a negative reply, saves the appropriate sense code if it 
takes precedence over the currently saved one, and processes it 
accordingly. If this was the last reply to be received, this processing 
will include returning a reply and discarding the control... 
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..SPECIFICATION topology data base and marks the original failed element 
(L3) as UNK, unless L3 is known to be INOP because of its presence in 
another route , and marks the newly- failed element (L2) as INOP. 
At this point , several conditions can occur, dealing with the time at 
which L2 or L3 becomes operative. Each condition is described below. 

1) Assume L2 becomes operative while L3 remains inoperative. When 
L2 becomes operative, node B uses the method. . . 

. . i.:he topology data base that L2 is now available. Also, the routing table 
^-ncires in B and A are deleted. The topology data base then marks L2 as 

■ . !-'OijTF- SETUP request can be sent to estaiblish the route ( 
assuming n session wanes to use the route) and will fail at the L3 

; r ;. a i 1 constructed route segment will remain, awaiting L3 ' s 
. 'J operative again. 

2) Assume L3 becomes operative but L2 does not. In this case, the 
topology data . . . 
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. . . the key generating process is validated. Otherwise 350, the key 

generating process may not have occurred within the secure domain of the 
PSID and a failure flag is set in the key protection certificate 
j.dentifying the invalid key generation location step. 

R(-ferring to PIG. 3C, the third part of the validation process decrypts 
iGO the private contextual attributes 270A using the first shared secret 
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. . . container 135 compares the received container key with the 

container key stored in container key storage 515 [step gio] . If the 
comparison indicates that the keys differ [step 9151, then the process 
fails at step 920. If the keys are the same, key supply device 130 
generates new 

session key bit values using one of any number of conventional key 
:-:;'-rv ,:on algorithms [step 925]. For example, a random physical 
: : s;>, such as thermal noise, can. . . 



12/3, K/13 (Item 5 from file: 349) 

DIALOG (R) File 34 9:PCT FULLTEXT 

(c) 2004 WIPO/Univentio. All rts. reserv. 

00483529 

CRYPTOGRAPHIC CO-PROCESSOR 
COPROCESSEUR CRYPTOGRAPHIQUE 

Patent Applicant /Assignee : 

INFORMATION RESOURCE ENGINEERING INC, 

KAPLAN Michael M, 

DOUD Robert Walker, 

KAVSAN Bronislav, 

OBER Timothy, 

REED Peter, 
I n V e n c o r { s ) : 

KAPLAN Michael M, 

DOUD Robert Walker, 

KAVSAN Bronislav, 

OBER Timothy, 

REED Peter, 

Pauenu and Priority Information (Country, Number, Date): 
Parent: WO 9914881 A2 19990325 

Apolication: WO 98USI9316 19980916 (PCT/WO US9819316) 

r'ri-riLv Application: US 9759082 19970916; US 9759839 19970916; US 

'.Ni-witi 19970916; US 975984 1 19970916; US 9759842 19970916; US 9759843 

.^^^■.•9:G; US 9759844 19970916; US 9759845 19970916; US 9759846 19970916 

; 9759847 19970916 



Designated States: AL Ab!^ AU AZ BA BB BG BR BY CA CH Cb^l C2 DE DK EE ES 

Fi '^GB GE GH GM HR HU ID IL IS JP KE KG KP KR KZ LC LK LR LS LT LU LV MD 

MK MN MW MX NO NZ PL PT RO RU SD SE SG SI SK SL TJ TM TR TT UA UG US 

:'Z VN YU ZW GH GM KE LS MW SD SZ UG ZW AM AZ BY KG KZ MD RU TJ TM AT BE 

"Y : k dk es fi fr gb gr ie it lu mc nl pt se bf bj cf cg ci cm ga gn 

.V x: :•]}•' Nl£ SN TD TG 
.: . . , i'^'M Lancjuage: English 
,,.'-Xu VJQcd Counu: 95649 



Fi.i 1 i L e X c Availability: 
Detailed Description 

Detailed Description 

on other PCI entities and pass that data through its Encryption/Hash 
engines . 

1 7 

-Bit DNIA Controller 

The Cryptic incorporates a high-performance 32- bit DMA controller which 
can be set - up to efficiently move data between Host PCI memory, the 
;ir:sh/Er!cr:ypt blocks, and/or External Memory, The DMA controller can be 
■iS'-Ki w.ir.h the PCI... the crypto-cntXt 

.:l-^ecL. The KCR location referenced in the crypto, cntxt object must 
peine CO a KCR that contains a KEK or the operation fails . If the 
referenced KCR contains a KEK the newly derived secret key is 
covered and returned to the application. 

The Derive Key command only allows the generation of keys 
between 32- bits and 112-bits depending on the secret key type and if 
the state of the device (i.e. domestic or export). The application can 
choose ... 
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this [nanner, the DES key/IV pair used to encrypt the remainder of 
opaque label-value pair 4217 is obtained. At step 909A. it is determined 

whether the decryption of the DES key /IV succeeded or failed . Should 
the decryption fail for any reason, processing continues at step 905 
where we have found it preferable to set an appropriate error flag 
and server unwrap procedure 900 terminates at step 917. If the decryption 
of the DES key/IV pair is successful, processing continues at step 9... 
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ABSTRACT 

! i^r)SP. : To automatically adjust the interval of the key- repeat of a 
-:r^y:v rr: corresponding to line processing capability of the key code of a 
; :.;.:rr:m being the input destination of a key code. 

"'ONST'i TUTION : At the time of depressing a key on a keyboard device 16, the 
code of the key is stored in a key buffer 142 and a key code storage area 
14 4, and a key-repeat start waiting time and the time of the key-repeat 
interval after that are monitored by a timer 15. After the lapse of the key 
repeat start waiting time or the time of the key-repeat interval while the 
key depressed, the key code is not generated at that time, and an 
inside flag 143 is set . When a key inputting request is issued from a 
program 13 being the input destination of the key code, and the flag 143 is 
set, the key code stored in the key buffer 142 is communicated to the 
program 13 after the lapse of the key repeat start waiting time, and the 
key code stored in the key code storage area 144 is communicated to the 
: locrarn 13 after the lapse of the time of the key-repeat interval. 
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ABSTRACT 

PURPOSE: To enable two kinds of characters/marks to be inputted by 
providing several stages of contacts of a keyboard, and changing the depth 
oiT the touch of the keyboard. 

■ ;a AI'JTTON: When a cha ract er /mar k input key 6 is depressed, an arm 8 is 

■ ■ : -jCMruering a fulcrum 7, and an endpoint A9 is brought into contact 

' ^oncacc 310, then, a first character /mar k can be inputted. When 

' ■ -.^ / V I S ciepressed more deeply, the endpoint A9 is brought into contact 

■ Le contact Cll, and a state where the character /mark can be inputted 
as depressing a shift key not shown in figure is generated , then, a 



- second character/ mark be inputted. 
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ABSTRACT 

PURPOSE: To change the format just with a single key operation and to 
Increase the format setting speed with a document producer which can set 
fuurril rormats, by providing the format setting keys separately to those 
: ''^^pec c J ve.l. v . 

■; ■ ' ' : :■>::: a lormac flag F on a RAM is set at an A4 size and a document 
• : . ; M on che RAM is set at an A4 format. Then the display of a 

: ^i-'-.^vice D IS set at an A4 format via a display register DR. When the 

-■.-y i. ripuc is carried out, it is decided whether the input key is equal to 
an A4 setting key Kl or not. If the key Kl is decided, it is decided 
whether the flag F is changed or not from the preceding format 
setting. Then the next key input is waited for as long as said format 
setting has no change. If it is decided that the input key is not equal to 
the key Kl, it is decided whether the input key is equal to a B5 setting 
key K2 or not. When the K2 is decided, it is decided whether the flag F is 
changed from the preceding format setting or not. Then the next key input 
is waited for as long as said format setting has no change. 
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ABSTRACT 

PURPOSE: To improve operational characteristics of document processing by 
providing a letter discriminating means which discriminates whether the 
letter to be processed is the first letter of the first word or not; and a 
letter changing means which changes the letter to be processed to a capital 
letter if the letter was found to be the first letter of the first word by 
letter discriminating means. 

CONSTITUTION: When a ETW control portion 100 receives a key input, it 
discriminates whether the input datum is a letter code or not. If not fount 
no be a letter code, the key input is discriminated whether it is (code key 
;:'V-L key) or not, and whether it is setting/release of an automatic capital 
leLter fnode or not is determined . If found to be {code key 29 + L key), 
i is CO be discriminated whether a flag F{sub 0) which is set for 
secnincj the automatic capital letter mode equals one (i.e. F(sub 0)=1) or 
not. And if not found to be F{sub 0)=-l, the flag F(sub 0) is adjusted to be 
F(sub 0)=1, and the automatic capital letter mode is set, and at the same 
time, a flag F{sub 1) which is to tell whether it is the first English 
letter that was put in after setting of the automatic capital letter mode 
or not is made to be equal to 1 (F(sub 1)=1). On the other hand, if F(sub 
the flag F{sub 0) is adjusted to be F(sub 0)=0 and the automatic 
','.:pi r.a.l. l ecter mode is released, and at the same time, flag F(sub 1) is set 
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Abstract (Basic) : KR 2003036978 A 

NOVELTY - A receiving process is performed to receive an user 
packet. A setup state of a flag of WFN is checked inside of a session 
cable by a gateway GPRS support node. A routine process of the received 
Dc-ckei: is performed to an e:<ternal network if the flag of WFN is not 

set up inside of the session table. A setup state of an address 
: : or the header is checked if the flag of WFN is set up inside of 
: ri^'- session table . 

;jF::tailED description - Buffered packets are transmitted to a 
•;.e:::nln5i if the address field of the header is set up as 0 inside of 
line session cable and a null IP packet is received. The setup state of 
WFN is released. An error state is indicated if the address field of 
the header is not set up as 0 inside of the session table. 

USE - A method for synchronizing a control message with a user 
packet in a wireless communication network, 

ADVANTAGE - The method reduces losses of transmitted user packets 
and improves the reliability of the wireless communication network by 
using a null IP packet. 

DESCRIPTION OF DRAWING (S) - The drawing shows a flow diagram of the 
system {Drawing includes non-English language text). 
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Data transmission controller in wireless keyboard apparatus - has mode 
bit which indicates mode key operation and status bit which expresses 
ON-OFF condition of each mode key individually so that transmitting data 
is switched depending on mode bit 
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Abstract (Basic) : JP 11272408 A 

NOVELTY - When a mode key is not operated, the controller 
generates transmitting data of the format in which status code is 
inserted next to mode bit indicating mode key operation. The key 

(.r poi. ncing device data next to the status code is read-out 
■ : Mc: o\\ the mode bit of received data. The data communication is 
: ■ ; :'.r:reti by swicching cransmitting data depending on mode bit. 

:'A"; :.L-:i) [.description - The mode bit is inserted between start bit and 
^-yoodrd blL. The status bit expresses the ON-OFF condition of each 
inoae key individually. 

USE - In wireless keyboard apparatus. 

ADVANTAGE - Since status code expresses the condition of mode key, 
response speed is increased thereby reducing transmitting time. Power 
consumption is reduced and battery durability is extended. DESCRIPTION 
OF DRAWING (S) - The figure shows the data transmission controller. 



